NHO®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOIIMXCS 1J151 PASMEIIEHMS
HA OPUIUAJIBHBIX UHTEPHET-PECYPCAX

C Ka)KIpIM TOJIOM MOJIOJICKH B MHTEPHETE CTAHOBUTLCS OO0JIbIIIE, a IITKOJIbHUKN
OJIHM W3 CaMbIX aKTHBHBIX IIOJIb30BaTeiie PyHera. Mexay TeMm, ITOMHMO
OTPOMHOTO KOJTMYECTBA BO3MOYKHOCTEH, HHTEPHET HECET U MPOOJIEMBI. DTa MaMsITKa
JIOJ>KHA TOMOYb TeOe 0e30IMacHO HaXOQUTHCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMmbroTepHslii BUPYC - 3TO PAa3HOBUIAHOCTb KOMIIBIOTEPHBIX MPOrPAMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CIIOCOOHOCTH K Pa3MHOXKECHHIO.
B nononHeHue K 3TOMy, BUPYChl MOTYT MOBPEAUTH WU MOJHOCTBIO YHUUTOXXUTh
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3alylieHa 3apaK€HHas IIporpamma, a TaKXKe MOBPEIUTh WM AK€ YHUYTOXHUTH
OTIEpAIIMOHHYIO CUCTEMY CO BceMH (aiizamu B 1iesoM. B OOJIBLIIMHCTBE CilydaeB
PacIpoCTPaHAIOTCS BUPYCHI UEPE3 HHTEPHET.

MGTOI[BI 3allUThI OT BPCAOHOCHLBIX IIPOI'paMM:

1. Mcnonb3yil COBpeMEHHBIE ONEPAITMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBII
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

2. IlocrossHHO ycraHaBiauBail mnayTu (UU(pPOBBIE 3aIUIaTKU, KOTOpPbIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMbl) U ApPYTHe
OOHOBJIEHUS CBOEH ONepalMoOHHON cucTeMbl. CkaunBai UX TOJIBKO C O(UIIMATBLHOTO
caiita pazpadbotunka OC. Eciu cyliecTByeT pexxuM aBTOMaTHUYE€CKOTO0 OOHOBJICHUS,
BKJIIOYH €T0;

3. Pabotait Ha cBoeM KOMIMBIOTEPE TMOJ TpaBaMU TOJIb30BATENsd, a HE
aIMUHUCTpATOpa. IJTO HE TMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMMm
WHCTAJUTMPOBATHCS HA TBOEM NIEPCOHATLHOM KOMITBIOTEPE;

4. Hcnonp3yldi aHTUBHPYCHBIE IPOTPAMMHBIE NIPOIYKTBI HM3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHUEM 0as3;

5. Orpannub GU3NIECKUN JOCTYI K KOMITBIOTEPY JJISI IOCTOPOHHUX JIUIL;

6. Vcnionb3yii BHEIIHUE HOCUTENN HH(POPMAIUH, TaKKe Kak (Uielka, TUCK Wil
(aiin u3 uHTEpHETAa, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBaili KOMIIbIOTEpHbIE (ailiibl, MOJYYEHHbIE H3 HEHaJEKHBIX
ucTOYHUKOB. Jlaxke Te (paityibl, KOTOpHIE MpUCTaT TBOM 3HAKOMBIH. Jlydiie yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.



Cerun WI-FI

Wi-Fi - 310 He Buj nepesiaun JaHHbBIX, He TEXHOJIOTHS, & BCErO JIUIIb OpEH]I,
mapka. Eme B 1991 roay Huaepianjckas KOMMIaHHUS 3aperucTpupoBaiia OpeH]l
"WECA", urto o6o3Havyasio cnoBocouetanue "Wireless Fidelity", koTopsiii
MepeBOUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hamero BpeMeHu Joliia apyras abopeBuaTrypa, KOTopasi sSBIsIeTCS TaKou
Ke TexHomormei. Ito abbpeBmarypa "Wi-Fi". Takoe Ha3BaHme OBLIO JaHO C
HaMEKOM Ha CTaHAapT BhIciIel 3BykoBoi TexHuku Hi-Fi, 4To B mepeBosie o3Havaer
"BBICOKAsi TOYHOCTB .

Jla, OecriaTHBIM MHTEPHET-IOCTYH B Kade, OTEISIX M adpornopTax SBISCTCS
OTIIMYHOM BO3MOKHOCTHIO BBIX0/1a B MHTepHET. HO MHOTHE SKCTIEPTHI CUUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€30MTaCHBIMH.

CoBeTsbl 110 06€30MaCHOCTH Pa0OTHI B O0IIEIOCTYMHBIX ceTsax Wi-fi:

1. He nmepenapaii cBOrO JHUHYIO HHpOpMAIHIO Yepe3 obeaocTymHbie Wi-Fi
cetu. PaboTas B HUX, )KeJlaTeTbHO HE BBOJAUTH MAPOJHU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEDA;

2. Ucnonb3yil u OOHOBIISA aHTUBUPYCHBIE MpPOrpaMMbl U Opanamayep. Tem
cambIM Thl 00€30MacuIllb ce0s1 OT 3aKauKH BUPYyCa Ha TBOE YCTPOICTBO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkimoun pyukiuto "O6mmii noctyn K daiinam
u npuHTepam". JlaHHas (yHKLIMS 3aKpbITa 1O YMOJYAHUIO, OJTHAKO HEKOTOpHIE
MOJIb30BaTENIM AaKTUBUPYIOT €€ JJIsl YI00CTBA UCTIOb30BaHUs B paboTe i yueoe;

4. He wucnons3yét nyOonuuneii WI-FI gis mepenauum JUYHBIX JaHHBIX,
HanpuMmep U1l BBIX0JA B COLIMAJIbHBIE CETU WJIN B JJIEKTPOHHYIO ITOYTY;

5. Hcnonp3yit TosbKO 3ammiieHHoe coeauHenne yepes HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B MoOunpHOM Tenedone orkmoun (yHkiuio "lloakmouenne k Wi-Fi
apToMarnuecku". He momyckail aBTOMAaTHMYE€CKOTO MOJKIIOYEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CounuajbHble CeTH

ConuanbHble CETH aKTUBHO BXOJIAT B HAIIy KU3HB, MHOTHE JIIOJU PabOTAIOT U
JKUBYT TaM TIOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MuLIdap]] 4eaoBeK,
YTO SIBJIIACTCSI OJHOM CceIbMOM BCeX KUTeleH IIaHeThbl. MHOTHEe IOJIb30BATESIIN HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHass UMHU B COIIMAIBHBIX CETSAX, MOXKET
OBITh HaliJIeHA W HCIOJb30BaHA KEM YTOJHO, B TOM 4YHCJE HE 0053aTeNbHO C



OJIaruMU HAMEPEHUSIMU.
OCHOBHBIE COBETHI 110 OE€30MIACHOCTH B COLIMANIBHBIX CETSIX:

1. Orpanuub CriMcok apy3ei. Y Te0s B IPy3bsiX HE JOJDKHO OBITh CyYalHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuiiaii CBOXO YacTHYIO *Ku3Hb. He yka3wsiBait mapomm, TenedoHsl, aapeca,
JIaTy TBOETO POKJEHUS U IPYTYIO JINYHYIO0 UHPOPMALIUIO. 3TOYMBIIIIEHHUKH MOTYT
UCIIOJIb30BaTh Jlaxke MH(POpPMAIMIO O TOM, KaK Thl U TBOM POJUTENH IUIAHUPYETE
MPOBECTU KAHUKYJIbI;

3. 3amuinail CBO pemyTaIuio - AEPKHU €€ B YUCTOTE U 3aJaBail cebe BOMpoc:
XO0Ten Obl Thl, YTOOBI APyrue MOJIb30BATENNM BHUJEIH, YTO Thl 3arpyKaeuib?
[Toxymaii, mpesxJie 4eM 4TO-TO OMyOJIUKOBATh, HAIMUCATh U 3arPy3UTh;

4. Ecii Tl TOBOPHILB C JKOJAbMHU, KOTOPBIX HE 3HAClIlb, HE HUCIIOJIb3YH CBOE
peanbHOE UM U JIPYTyIO JUYHYIO MH(OpPMALUU: UMS, MECTO >KUTEIbCTBA, MECTO
y4eObl U poyee;

5. U30berait pa3memienust gororpaduii B UHTepHeTe, rae Thl M300pa)keH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPEJEIUTh TBOE MECTOMOJIOKEHHE;

6. [Ipu perucrpaiiuu B COIMAIbHON CETH HEOOXOAMMO UCTIOIb30BaTh CJI0KHbBIE
NapoJiv, COCTOSAUIME U3 OYKB U (P U C KOJIMYECTBOM 3HAKOB HE MEHEE §;

7. dnst conuanbHOM CETH, TOYTHI U APYTUX CAUTOB HEOOXOIUMO UCIIOIb30BaTh
pasHble napoiiu. Toraa eciu Te0s B3JIOMAIOT, TO 3JI0YMBIIIJICHHUKH TIOTy4YaT JOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbIE IEHbI'H

DONEeKTpOHHBIE JEHBI'M - 3TO OYEeHb YAOOHBIM CHOCOO IUIATEXEH, OTHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOMYYUTh 3TU JCHBTH.

DJIEKTPOHHBIE JIEHBIU TOSABUIIMCH COBCEM HEJABHO M UMEHHO M3-3a 3TOTO BO
MHOTHUX FOCyAapCTBax JI0 CHX MOP HE MPOMMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (hyHKIIMOHUPYIOT M O HUX YK€ MPOTHCAHO B 3aKOHE, T/I€ UX
pasnensoT Ha HECKOJIbKO BHUOB - aHOHUMHBIE M HE aHOHUMHBIC. Pa3Huiia B ToMm,
YTO AHOHUMHBIC - 3TO T€, B KOTOPBIX pa3periacTcs MPOBOIAUTH OIepanun 0e3
UJCHTU(UKAIINY TTOJIB30BATEISI, @ B HCAHOHMMHBIX MJICHTH(DHUKAIINS TI0JI30BaTEIIS
SBJIIETCS 00S3aTEIILHOM.

Takxke crnenyer pas3nuyaTh OdJIEKTPOHHbIE (UATHBIE JEHbIH (PaBHbI
rOCyJapCTBEHHBIM BajJlOTaM) M 3JEKTPOHHbIE He(dUaTHbIE NEHBI'M (HE pPaBHbI



roCyJapCTBEHHBIM BAJIFOTaM).
OCHOBHBIE COBETHI 110 O€3011aCHON PabOTE € ANEKTPOHHBIMU AEHbIAMU:

1. ITpuBsixku K cyeTy MOOUIBHBIN TenedoH. ITO caMblil yAOOHBIN U OBICTPBII
croco® BOCCTAaHOBUTH JOCTYH K cuery. [lpuBsi3aHHBINA TeneoH MOMOXKET, eciu
3a0yJenip CBOM IUIATEXXHBIM MMaposib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnonb3yit omHopazoBble mnaposu. [locnme mnepexola Ha YCHICHHYIO
aBTOpHU3allMi0 TeOe y)ke He OyJeT yrpokaTh ONMacHOCTh KpaXu WJIM TepexBaTa
IJIATEKHOTO MapOJIs;

3. BeiOepu cnoxHblii napoiib. IlpectynHukam Oyner He NMpOCTO yrajaaTh
CJIOKHBIN 1apoiib. HaxexxHble 1apoiy - 3T0 Maposiv, KOTOPBIE CONEPKAT HE MEHEE
8 3HAKOB U BKJIIOYAIOT B €051 CTPOYHBIE U IPOIUCHBIE OYKBBI, IU(PPHI U HECKOIBKO
CHUMBOJIOB, TaKM€ Kak 3HaK Jojulapa, (pyHTa, BOCKJIMLATENbHBIA 3HAK MU T.II.
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAalTax, KOTOPBIM HE JIOBEPSCIIIb.
JJIEKTPOHHAA M0YTA

DJIEKTPOHHAS MOYTa - 3TO TEXHOJOTHUS M MPEAOCTABISIEMBIE €0 YCIYTH IO
MEPECHUIKE U MOJTYUYEHHUIO AJIEKTPOHHBIX COOOIICHUH, KOTOPhIE paclpeieaioTcs B
KOMITBIOTEPHOU ceTH. OOBIYHO SJIEKTPOHHBIA TMOYTOBBIM SIIUK BBITJISAINAT
CJIeIyIONTUM 00pa3oM: UMsI_TOJIb30BaTeIsi(@uMs_JoMeHa. Takxe KpoMme nepeaadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH Tepe/1aBaTh (Pailiibl.

OCHOBHBIE COBETHI 110 O€30IMaCHOM pabOTE C ICKTPOHHOM MOUTOM:

1. Hago BbIOpaTh mpaBUJIBHBIM NOYTOBBIM cepBUC. B uHTEpHETE e€cTh
OTPOMHBIN BHIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUllle TOBEPSTH TEM,
KOTI'0 3HACIlIb U KTO MEPBBIN B PEUTUHTE;

2. He yka3piBaii B TU4HOM moyTe JUuHy0 uHdopmaruio. Hampumep, mydie
BbIOpaTh "My3bIKaIbHBIN _(panat@" unum "pok2013" BmecTo "Temal3";

3. Ucnonb3yi ABYXATAMHYO aBTOPU3ALMIO. DTO KOT1a IOMUMO NapoJisi HY>KHO
BBOJUTH KOJ, MpUChLIaeMbIi M0 SMS;

4. Beibepu CI0KHBIM Mapoib. [ KaKI0ro MOYTOBOrO SITUKA JOJDKCH OBITh
CBOW HAJEXKHBIN, YCTOWYUBBIN K B3JIOMY [1apOJib;

5. Eciam ectb BO3MOXKHOCTH HAIlMCaThb CaMOMYy CBOW JIMYHBIA BOIPOC,
UCIIOJIB3YH 3Ty BO3MOYKHOCTb;



6. lcnonb3yi HECKOJIBKO MOYTOBBIX AIIUKOB. [IepBbIii 1151 4aCTHOM NEPENUCKU
C ajpecaraMM, KOTOPBIM Thbl JOBEpsClb. OTO DSJEKTPOHHBIA aapec HE HAJI0
UCIIOJIb30BaTh IPU PETUCTPALUU Ha POpyMax U caiTax;

7. He oTkpwiBaii (hailyibl U Jpyryue BIOKEHUS B MUCbMaX, JdaXXe €CIU OHHU
HNPUIUIM OT TBOUX Jpy3el. Jlyuie yTouHU y HHMX, OTIPABIISUIM JIUM OHU T€OE ATH
Gaitnbr;

8. [Toce okoH"aHms PaOOTHI HA TOYTOBOM CEPBUCE TIEPE]T 3aKPHITHEM BKJIAIKH
C caiToM He 320y HaKaTh Ha "BeriTu".

Kn0epOyajimHr UM BUPTYaJbHOE U3/1€BATEJIHLCTBO

KubepOymmuar -  mpeciefoBaHWe  COOOIMIEHUSMH,  COJEPIKAIIUMH
OCKOpOJIeHUS, arpeccuro, 3aITyTUBaHMKE; XYJIUTAaHCTBO; COLMaIbHOE
OOHKOTHUPOBAHUE C MTOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 10 00pHOE ¢ KHOEPOYIITMHIOM:

1. He 6pocaiics B 60it. JIyummuii crmoco0: MOCOBETOBAaThCS KakK ce0s BECTH H,
€CJIM HET TOro, K KOMY MOKHO OOpaTHThCS, TO BHadayie yCTOKOWThCS. Eciau T
HayHEIIb OTBEYATh OCKOPOJEHUSIMU Ha OCKOPOJICHHUS, TO TOJIbKO emle OoJibliie
pa30AOKeIb KOH(IIHKT;

2. Yupapisi cBoell kubeppemnyTauuei;

3. AHOHUMHOCTH B ceT MHUMas1. CyIIecTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT
32 AHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyJIUTaHCKUW oOpa3 BHUpPTyalbHOW >KU3HU. MHTEpHeT
buKCUpyeT BCe TBOM JEUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpaitHe
3aTPYAHUTEIIBHO;

5. Cobnroail CBOIO BUPTYaIbHYIO YECTh CMOJIOY;

6. UrHopupyiét enuHW4HBIM HeratuB. (OJHOpa30BbIE OCKOPOUTEIHHBIC
COOOIICHHMS JTy4Ille UTHOpUPOBaTh. OOBIYHO arpeccusi MPeKpaIaeTcss Ha HadYaIbHON
CTaJluH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSIMU, B
COITMATILHBIX CETAX €CTh BO3MOXKHOCTh OJIOKUPOBKH OTIIPABKH COOOIIEHUN C
ONPENIEIICHHBIX aJPECOB;

8. Ecnu b1 cBuaerens kubepOyiunra. TBou AeMcTBUS: BBICTYIUTH MPOTUB
IpeciieloBaTeNs, MOKa3aTh €My, YTO €ro JACMCTBUS OLICHMBAIOTCA HETaTUBHO,
HoJIIepKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTUYECKass IMOMOIIb, COOOIIUTH



B3pPOCIBIM O (haKTe€ arpecCUBHOTO TTOBEICHHS B CETH.
MooOmiabHbIi TesaedoH

CoBpemenHble cMapThOHBI U TUIAHIIETHI COAEPKaT B ce0e BIIOJHE B3POCIIbIN
GyHKIIMOHAT, W TEmepb OHM MOTYT KOHKYPHPOBAaTb CO CTAallMOHAPHBIMHU
KoMmmbioTepamMu. OTHAKO, CPEJICTB 3aIUThI IS MOJJOOHBIX YCTPONCTB MOKa OYEHb
Maiio. TecTupoBaHKE U TOUCK YA3BUMOCTEN B HUX POUCXOIUT HE TAK UHTEHCUBHO,
kak ju1s [1K, To e camoe kacaeTcs 1 MOOUJIbHBIX TTPUIIOKEHUM.

CoBpeMeHHbIE MOOMIIBbHBIE Opay3ephl y)Ke MPAKTHIECKH TOTHAIA HACTOJIbHBIC
aHaJOr¥, OJHAKO pacupeHue (yHKIMOHAJIa BIIEYET 3a €000 OOJBIIYIO
CJIO’)KHOCTh U MEHBIIYIO 3AIIHUIIECHHOCTD.

I[EU'IGKO HC BCC IIPOU3BOAUTCIIN BBIITYCKAIOT 06HOBH€HI/IH, 3daKPbIBAIOIIUC
KPUTUYICCKUC YA3BUMOCTHU OJIA CBOUX yCTpOﬁCTB.

OCHOBHBIE COBETHI JIJIs1 O€30MACHOCTH MOOMIIBHOTO TesiedoHa:

Hudyero He sBisieTcss mo-HacToseMy OecruiaTHeIM. Byabs ocTtopokeH, Bedb
Korja Tede mpeayaratoT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO IUIATHBIE YCIIYTH;

Hymaii, mpexie ueM otnpaButb SMS, (hoTo miu BU1€0. Thl TOUHO 3HAEIIb, I/I€
OHHU OYJyT B KOHEYHOM UTOre?

Heo6xoaumo 0OHOBIIATH OMIEPAIMOHHYIO CUCTEMY TBOET0 cMapThOHa;
Hcrons3yit aHTUBUPYCHBIE TIPOTPAMMBI JTsI MOOMJIBHBIX TEIC(POHOB;

He 3arpyxaii npuiioxkeHusi OT HEHW3BECTHOIO MCTOYHHKA, BEIb OHM MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUCHHE;

[locne Toro xak Thl BBIAJEHIL C CaidTa, IJ€ BBOAWI JIMYHYIO MH(OpPMAIUIO,
3aiiin B HACTPOIKK Opay3epa U yaaiu cookies;

[Iepynoauyecku npoBepsiid, KaKUe IUIATHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOl HOMEp MOOWJIBHOTO TenedoHa TOJBKO JIOJSAM, KOTOPBIX Thl
3HAEIb U KOMY JOBEPSCIIb;

Bluetooth gomkeH OBITH BBIKIIOUEH, KOTJa Thl UM HE mMoJib3yemibcs. He
3a0bIBail KHOT 1A IPOBEPATH ITO.

Online urpsi



COBpGMCHHBIG OHJIafIH-I/IprI - 9TO KPAaCOYHLIC, 3aXBAaTbIBAIOIIHNEC PA3BJICUYCHHUS,
06’bCILHHHIOHII/I€ COTHH TBICAY YCJIOBCK I10 BCCMY MHUDY. HFpOKI/I HCCIICAYIOT I[aHHHﬁ
UM MUDp, O6IH8,I-OTC5I APYT C APpYTIOM, BBIIIOJIHAIOT 3aJdHU, CPAKAOTCA C MOHCTpAMHU
H I10JIy4aroT OIIBIT. 3a YOOBOJIbCTBUC OHH INIATAT: IIOKYIIAOT JHUCK, OINIAYUBAIOT
a0OHEMCHT UJIH HpI/IO6p€TaIOT KaKHC-TO OIIIUH.

Bce aTu cpeacTsa uayTt Ha noaaep:KaHUE U pa3BUTHUE UIPHI, a TAKXKE HA caMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPHU3AIUMH, BBIITYCKAIOTCS HOBBIE
nat4yu (MuQpoBbIe 3aIIaTKU TSl POTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B nogo0HbBIX UTrpax CTOUT OMacaThCsi HE CTOJILKO CBOUX CONEPHUKOB, CKOJIBKO
KpaXXyu TBOETO MapoJisi, HAa KOTOPOM OCHOBaHa CHCTeMa aBTOPU3AIMU OOJIBIIMHCTBA
urp.

OCHOBHBIC COBETHI IT0 0€30ITACHOCTH TBOETO HUI'PpOBOI'0 aKKayHTa:

1. Ecniu npyroit urpok BeneT cels MIOXO0 WM co3/aeT Tede HENMpUSTHOCTH,
3a0JIOKHPYH €ro B CIIMCKE UTPOKOB,;

2. HOX(aJIYﬁCH AIMHUHHUCTPATOPAM HUI'PBI HAa INIOXOC ITOBCACHHUC 3TOI'O UI'POKA,
JKCJIATCIIbHO IMMPHUIIOKUTb KaKUC-TO J0KA3aTCJIbCTBA B BUJIC CKPHUHOB,

3. He yxa3biBail nuHyo nH(GOpMaIMIO B Ipodaiine Uurpsl;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeouIuanbHbIe aTYU U MOJIbI;

6. Mcrionb3yii CII0>KHBIE U PA3HBIE MTAPOJIH;

7. axe BO BpeMsl UTPbI HE CTOUT OTKJIIOYATh aHTUBUPYC. [1oka Tl urpaems,
TBOW KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIHHT WA Kpaika JINYHbIX JaHHBIX

OOBIYHOI KpaXkell IeHeT U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE yIUBHIIb, HO
C Ppa3BUTHEM HWHTEPHET-TEXHOJIOTUM 3JIOYMBIIUICHHUKA [EPEMECTUINCh B
WHTEPHET, U MPOJA0KAIOT 3aHUMAThCA "TIOOUMBIM" JEIOM.

Tak mosiBUIach HOBas yrpo3a: WHTEPHET-MOIICHHWYECTBA WM (DUIITUHT,
rJIaBHAs 11€Jb KOTOPOTO COCTOMT B IOJTYYECHUH KOH(PUICHIMAIBHBIX JTaHHBIX
M0JIB30BATEJICH - JIOTMHOB U maposieid. Ha anrnuiickom si3pike phishing unraercs kak
¢bummunr (0T fishing - peiOHast 1oBIs, password - maposs).

OcHOBHBIE COBETHI TIO 00PHOE € (PUITUHTOM:



1. Cnenu 3a cBOMM akkayHTOM. Eciiu ThI o103peBaeliib, 4TO TBOSI aHKETa ObLia
B3JIOMaHa, TO HEOOXOAUMO 3a0JOKHUpOBaTh €€ U COOOIIUTh aJMUHHUCTpATOpam
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. HCHOHLBY?I Oe30macHbIe Be6-CaﬁTBI, B TOM YHUCJIC, HHTCPHCT-MAlra3uHOB U
ITIOMCKOBBIX CUCTECM,

3. Hcnonp3yil CIOKHBIE W pa3Hbie Mapoid. Takum oOpazoM, ecim TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJYy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
npoQuIII0 B CETH, a HE KO BCEM;

4. Ecnu Te0s1 B31OMaH, TO HEOOX0IUMO MPEAYIPEAUTH BCEX CBOUX 3HAKOMBIX,
KOTOpBIE J00aBJICHHI y T€0s B APY3bSIX, O TOM, YTO TEOSI B3JIOMANIU U, BO3MOXHO, OT
TBOETO UMEHH OYyJIeT pacChUIATHCS CaM U CChUTKU Ha (PUIIIMHTOBBIC CANTHI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TENE(OH;
6. OTKJII0YM COXpaHEHHUE MapoJIsl B Opay3epe;

7. He oTkpbiBail (ailnbl U Apyrve BIOXKEHUS B MUCHbMAaX, JAXKE €CIH OHH
OPULUIM OT TBOMX Jpy3ell. Jlyuine yTouHM y HUX, OTIPaBISUIM JU OHU TeOEe ITH
Gbaib.

u¢posasi penyrauus

[Mu¢posas penyranus - 3T0 HETaTUBHAs WIM MTO3UTUBHAS HH(POpPMALUs B CETH
o tebe. Komnpomerupytomasi uadopMmaiusi, pa3MelieHHass B UHTEPHETE, MOMKET
CEpbE3HbIM O00pa30M OTpPa3UThCA Ha TBOEH peanbHOM ku3HH. "Lludposas
penyTtanus" - 3T0 TBOM UMUK, KOTOPBI (popmupyerca u3 undopmanuu o Tede B
UHTEpHETE.

TBOE MECTO KUTENbCTBA, YueObl, TBOE ((MHAHCOBOE MOJIOKEHNE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJIM3KHUX - BCE 3TO HAKAILJIMBACTCS B CCTH.

MHorue nOAPOCTKM JIETKOMBICIEHHO OTHOCSTCS K MyOJMKAalMM JIMYHOM
uH(popmanuu B MHTEepHETE, HE MOHKMMAsT BO3MOXKHBIX MociencTBuil. Tol qaxe He
CMOXeEITb J0TaaaThcsi 0 ToM, 4yTo doTorpadus, pa3MellleHHas: 5 JIeT Ha3aj, cTaja
NPUYMHON OTKAa3a MPUHATH T€0S Ha paldoTy.

KommenTapuu, pazmenienue TBoux ¢poTorpaguii 1 pyrue A1ecTBUs MOTYT HE
MCYE3HYTh JaXe€ MOCJIE TOr0, KAK Thl UX YAAINIIb. Thl HE 3HAEIb, KTO COXPAHUII 3TY
uHbOpMaIlMIO, MONaNa JId OHA B MOMCKOBBIE CHUCTEMbI U COXpaHWIACh JIM OHA, a
IJIaBHOE: YTO MOAYMAIOT O Te0e OKpY’KaollIMe JIIOAU, KOTOPhle HAMAYT U YBUIAT
sT0. Haiitu uHpOpMalnio MHOTO JET CIYCTS CMOXET JH00M - Kak U3 J00phIX
noOyX/IeHU, TaK U C HAMEPEHUEM MPUYUHUTH BPEA. DTO MOKET OBITh KTO YTOJIHO.



OCHOBHBIE COBETHI 110 3aIIUTE U(PPOBOI permyTaLUU:

1. [Togymaii, mpexe yeM 4To-To MyOJMKOBATh U MepeiaBaTh y cels B Ojore
WM B COLIMATILHOM CeTH;

2. B Hactpoiikax mpoduias yCTaHOBM OTPAaHUYEHHS HA MPOCMOTP TBOETO
pouIIst U €ro COACPIKUMOTO, CACIIal €ro TOJIBKO "1Ist py3eit”;

3. He pasMemaii u He yka3piBaili WHPOPMAIIHUIO, KOTOpask MOXKET KOTro-JIu0o
OCKOPOJIATH UJIH OOMXKATh.

ABTOpCKOE NIPaBo

CoBpeMEHHbIEC IIKOJIBHUKM - AKTUBHBIE IIOJIb30BAaTE€NH  LU(POBOTrO
npoctpaHcTBa. OJHAKO Jaleko HE BCE 3HAIOT, YTO IMOJb30BAHHE MHOTMMHU
BO3MOXHOCTSIMM  LUM(ppoBOro  Mupa TpeOyeT coONOJeHHs NpaB  Ha
MHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "uHTe/IEKTyanbHast COOCTBEHHOCTh' OTHOCHUTCS K pa3iMYHbIM
TBOPEHHUSIM YEJOBEUECKOIO0 yMa, HayMHas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HayaIKX COOCTBEHHOCTh Ha MPOJIYKTHI U YCIYT'H, U 3aKaHYMBas KHUTaMH,
doTorpapusMu, KHHOQUIEMaMH U MY3bIKAJIbBHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha HMHTEIUVIEKTYyaJIbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATypPbl U UCKYCCTBA. ABTOPCKME IIPAaBa BBICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJbHBIN/TBOPUECKUM TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBeJJIMBbIE BO3MOXHOCTH 3apadoTaTh Ha
pe3yiabTaTax CBOETO TPYyJAa, MOJIYYUTh H3BECTHOCTh W Mpu3HaHue. Hukro 06e3
paspelleHuss aBTOpa HE  MOXET BOCIPOM3BOIUTH €0  IPOU3BEIECHMUE,
pacnpocTpaHsiTh, NYOJIMYHO JEMOHCTPUPOBATH, NPOJABATH, HMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO HCHOJIHATbH, MMOKA3bIBATH/UCIIONHATh B 3QUpe WU
pasmemats B MHTEpHETE.

Hcnons3oBanue "muparckoro” nporpaMMHOIO 00ECIIEYEHHS] MOKET MPUBECTU
K MHOTMM pUCKaM: OT IIOTEPH JIaHHBIX K TBOUM aKKayHTaM 10 OJIOKMPOBKU TBOETO
yCTpOICTBa, TJIe yCTAaHOBJICHA HelsleranbHas nporpamma. He crout Takxke 3a0bIBaTh,
YTO CYILIECTBYIOT JIeTallbHble M O€CIUIaTHbIE MPOTrPaMMbl, KOTOPhIE MOXKHO HAWTH B
CETH.

O nopraJse

CeteBu4OK.p( - TBOI IrIaBHBINA COBETYMK B CETHU. 3/1€Ch Thl MOXKEIIb Y3HAThH O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM SI3bIKOM, & MPU BO3HUKHOBEHHUH
KPUTUYECKOM CHUTyallud OOpaTUTHCS 3a COBETOM. A TakKe MPUHATH ydacTue B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPaskIaHUHOM !



